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1. Introduction
Why are we all talking about ‘Clouds’ these 
days? Apparently, the story goes, when the 
Internet started to take off, technologists found 
the easiest shorthand for the complexity of that 
‘network of networks’ was literally to draw a 
fuzzy shape that was meant to mean ‘all the 
bits in the middle’.

How times have changed. In its predictions 
for the top ten trends CIOs need to plan for in 
2012, leading IT market analysts Gartner  term 
the concept ‘a disruptive force [which] has the 
potential for broad long-term impact in most 
industries’. In June, fellow research firm IDC 
estimated that spending on public IT Cloud 
services, just one aspect of the phenomenon, 
will expand at a compound annual growth rate 
(CAGR) of 27.6%, from $21.5 billion in 2010 to 
reach no less than $72.9 billion in 2015 . 

Clearly, the market is buzzing with interest 
and activity around the trend. We said times 
have changed… but then, have they really? 
For many decision makers face real confusion 
working out their best ways forward vis-à-vis 
Cloud. Suppliers will tell you this is a no-brainer, 
do-it-tomorrow type move, flinging apparently 
solid facts about cost savings, reduced capital 
expenditure to easier to manage operational 
expenditure and what have you at customers.

But the fact is – Cloud is nothing radically 
‘new’ and if a marketer tries to tell you it solves 
all your problems, alarm bells should ring. 
Cloud is fundamentally about using Internet-
based technologies to reduce in-house ICT 
management. But in actual practice, that can 
range from familiar managed service or hosting 
solutions all the way to full outsourcing.

So yes, moving to the Cloud model can 
potentially offer cost savings combined with 
increased IT agility. The adoption of this 
technology platform is an intelligent response 
to economic constraints: it also unlocks the 
opportunity to gain access to considerably 
more robust, secure and higher performing 
infrastructure than the purchaser could expect 
to acquire when compared to traditional non-
Cloud routes.

But it would be frankly irresponsible to jump into 
the Cloud without knowing exactly what you are 
committing to. Doing so really would be ‘having 
your head in the Cloud’. For organisations 
considering some sort of Cloud solution, this 
white paper offers practical advice about what 
to look for in a Cloud pitch to really ensure IT – 
and ultimately commercial - success.  
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2.   What should a Cloud partner’s  
DNA look like? 

A key concept here has to be a clear definition 
of what your supplier or implementation partner 
in a Cloud move is actually committing to. If you 
are not convinced they can deliver a secure and 
reliable environment to support your businesses 
IT requirements in a simple, scalable and cost-
effective manner – then terminate the sales 
process. You’re just not going to get anything 
useful. Key, ‘must have’ things to look for are 
as follows:

 !  State-of-the art technology from best-
of-breed vendors to deliver the highest 
levels of performance and availability;

 !  24 x 7 access by you to the proposed 
new environment, from any location and 
many devices and platforms;

 !  24 x 7 support to ensure help is 
available when you need it;

 !  A comprehensive, fault-tolerant network 
infrastructure.

‘Partner’ is something of an over-used term in 
the modern computing market. Yet the core 
of the idea is actually extremely important; the 
technology specialist, the supplier, acts in the 
client’s interests by providing resources and 
services that are tightly integrated with the 
latter’s needs, based on in-depth understanding 
of the specifics of the business and the context 
it operates in.

But as the Cloud becomes the latest ‘Gold 
Rush,’ we see far too many contenders 
offering the opposite - inflexible “standard” 
solutions or programmes that fail to deliver to 
the expectation of the client. There’s a feeling 
that many conversations go along the line of 
‘Of course Cloud is the answer, what was the 
question again?’

What, by contrast, would an appropriate Cloud 
supplier look like? We think a good Cloud 
partner approaches the client in a consultative 
manner, taking time to understand the 
objectives of the organisation and developing 
a solution that would employ the Cloud only if 

and where appropriate to their actual needs. 

The simple fact is that every business is unique 
and so are its IT requirements underpinning 
the core business activities. Any technology 
solution needs to offer a way to increase 
capacity or add capability without investing 
in new IT infrastructure, expensive training, or 
additional software costs.  A good provider will 
therefore always favour client packages that are 
flexible, scalable and secure and tailored to the 
specific needs of the business. 

In the Cloud context, especially for financial 
services and professional operations, any such 
offering has to include, as was mentioned 
above, a high-availability infrastructure and 
network platform, delivering a reliable, fault-
tolerant IT service that can be accessed at any 
time, from any location. Other keywords our 
experience says customers should look for: 
security, performance, availability, integration 
and customisation.

Take a recent (real-world) interaction with a 
City-based mid-range asset management 
company we worked with. Our company had 
initially won a relatively small server monitoring 
deal. Later, the organisation decided to revise 
its procurement strategy and sought to identify 
a single company as its outsourcing IT partner. 
We were delighted to be appointed such over 
a more “enterprise” (big name) Cloud provider 
that was unable to provide the additional added 
value services the customer actually needed. 
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The ability to offer not only Cloud infrastructure 
but also heartland, bread-and-butter services 
such as online data backup, 24x7 network 
monitoring and support and complete disaster 
recovery was decisive. Furthermore, the 
client wanted detailed reporting and account 
management, all of which the convincing 
salesman from the competing company 
apparently sought in vain in his slick Cloud 
marketing literature.

The fact is – Cloud is only a useful idea if 
it denotes the kind of bespoke, practical 
computing services that you are already familiar 
with and dependent on delivered, by a company 
that knows what it is doing (= has technical 
competence), from a supplier that sees itself as 
your partner, happy to adapt its deliverable to 
what you need, not what is convenient for its 
current global marketing message – and which 
has no ‘religious’ commitment to ‘Cloud,’ 
but sees it as another tool in its toolbox and 
which is honest enough to curb your Cloud 
enthusiasm if it’s not what you need in a part of 
your business right now today.

It’s only by going to market looking for a 
technology company that accepts the real 
promise of Cloud but which genuinely wants to 
measure you for a suit that fits, not sell one of 
its three off the peg seasonal outfits no matter 
your actual dimensions, that business and 
technology leaders can move forward with 
confidence into the changing world of IT in 
2012 and beyond. 

3.  Defining the Cloud 
Let’s now unpack some of these ideas and put 
some real technology and project management 
flesh on them. This is needed, as to quote the 
old marketing slogan, we face a lot of FUD (fear, 
uncertainty and doubt) when it comes to Cloud 
– or perhaps, ‘fog’ instead of FUD.

In practical terms, Cloud means using a lot 
more remote services delivered securely over 
IP (Internet Protocol) than the traditional model 
of an organisation utilising the services of an in-
house IT department. Cloud-like functions have 
been around since the start of commercial data 
processing – what else was the classic payroll 
bureau service than remote provision of a 
computing resource, after all?

A key difference, economically, to earlier 
versions of ‘Cloud’, even classic outsourcing or 
managed hosting, or even the first generation of 

ASP (application service provision): customers 
should only pay for what they specifically use. 
An analogy often employed in the literature is 
that of rent versus buy; the former implies a low-
cost, short-term, flexible arrangement between 
vendor and customer, the latter connotes a 
larger investment where responsibility devolves 
immediately on to the purchaser.
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So far so good – but then the IT industry being the IT industry, we are soon enveloped in a mist of 
terms ending ‘as a service,’ as in ‘x’ (Platform, Infrastructure, Software), but made more opaque with 
nomenclature like ‘PaaS,’ ‘IaaS’ and ‘SaaS’. Let’s not distort appropriate complexity needlessly, but 
the real point is that when choosing a Cloud version of an IT function you as the customer should 
be able to expect to use it without having to worry any more about its internal density – a black box 
approach, if you will.

‘Public,’ ‘private’ and ‘hybrid’ Cloud

At the same time, you definitely need to know the general shape of the proffered Cloud as they differ 
– which has obvious consequences in terms of their security and cost to you as a subscriber. The 
most important concepts are ‘public,’ ‘private’ and ‘hybrid,’ so let’s briefly define those.

A public Cloud is what you get when you as a consumer use Google Apps or back up 
your movies and digital content in something like Apple’s iCloud. Data is protected by password 
access and held in the data storage facilities of companies like Amazon or Microsoft (with its 
Windows Azure) who offer this resource to all comers. The emphasis is on getting rid of the 
need for local storage (as in your desktop or LAN) and move it to a remote ‘back end’. Note 
that public Cloud solutions are not just for the consumer, indeed far from it; many organisations 
use solutions like Amazon Web Services for the same ends, for example. This approach is fine 
for most consumer uses but also applications that are lower down on the mission-critical rating.  

A private Cloud uses the same model technologically but now you as a client contract 
with a company (e.g. a Cloud service provider) who offers dedicated infrastructure and facilities 
that are specific to your needs alone. Patently, that means a higher level of service to you, 
especially when it comes to security, access and protection of your information and IT services. 
So, again, you move away from local data storage and data processing to a more remote model, 
but instead of sharing the resources with others, you have effectively put your name down on a 
solid chunk of Cloud functionality for your use alone. This model is proving attractive to mid sized 
and larger organisations who like the flexibility of the Cloud but who dislike the idea of it being as 
‘shared’ as the former approach.

A hybrid approach is not just a ‘mix’ of the two. It is in fact a bespoke environment 
designed to meet the differing needs of business. One approach is for a Cloud provider to offer a 
customer a mix of dedicated remote services via its own private Cloud with others distributed via 
a public Cloud. An alternative approach may be where the customer maintains a structure with 
the majority of services fully in-house, some on a managed service basis, and some in a private 
Cloud whilst provisioning services such as online data backup, email security, archiving , disaster 
recovery and so on in a fully public Cloud. The best way to understand all this: think of Cloud as 
a matrix with one axis marked ‘closeness of data to me’ and the other ‘closeness of relationship 
I need with the third-party looking after my data’.
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4.   To Cloud or not to Cloud.  
Is that really the question?  

There’s a classic statement that for a man 
whose only tool is a hammer, everything looks 
like a nail to hit. By that logic, if you contract 
with a Cloud-only supplier of ICT services and 
outsourced functionality, there is a clear risk: its 
specialists will tend to want to put everything in 
their Cloud – even when that might not be to 
your best advantage as a customer.

Of course, at an abstract level, there are really 
very few technology items that are completely 
resistant to being delivered in a Cloud fashion. 
The issue is if that would be done at a cost 
too high for the customer. For instance, if your 
organisation has limited access to adequate 
bandwidth, for economic or other reasons, it 
is unlikely you will be able to provision enough 
functionality this way. 

At the same time, if you have useful bespoke 
software applications that really can only reside 
on a ‘fat client’ (PCs or desktops that need a 
lot of local storage and run-time of apps), it 
is going to be more pragmatic to keep them 
where they are. The converse, though, is just as 
true: if you want to run a thin client environment 
in the Cloud but with a small user base for that 
application, the licensing impact may be heavy 
if the ISV then requires you pay for the whole 
organisation. It is always horses for courses - 
and applications in the right place doing the 
right thing.

The recommendation is that any move towards 
the Cloud therefore has to be in partnership 
with a consultancy objective enough to map 
out your current (and desired longer-term) ICT 
landscape. The aim, as stated, has to be to 
scope out a proposition that is most conducive 
to success with the least disruption, and if there 
is to be disruption, it has to offer promising 
ROI (return on investment). The emphasis you 
should be hearing is on total solution design, 
not ‘Cloud for Cloud’s sake’.

A reputable designer will therefore spend 
sufficient time at the commencement of any 
relationship at a pre-sales stage capturing not 

just the business needs expressed but also 
the existing topology. Budget expectations 
and service requirements need to be clearly 
delineated before work begins to avoid any 
kind of subsequent difficulties. What do you 
have now, what is missing, what could be 
efficiently provided by the Cloud are the kind 
of questions that you should demand full and 
expert commentary on – well before anything 
gets put on any kind of new host or ported into 
to any variety of third party datacentre. 

It hardly needs stressing at this point that 
only the naïve would believe that any kind of 
transition to a new computing paradigm will of 
itself deliver instant and permanent savings. A 
good business computing designer will instead 
work with a client to identify what benefits 
will accrue from the move – e.g. improved 
resilience and security; extended functionality 
of applications; boosted disaster recovery 
capacity; greater client empowerment in terms 
of ongoing ICT cost and investment, and so on. 

For those people who think a move to Cloud 
will eliminate the need for, say, any internal 
infrastructure at all, or minimal to zero hardware 
investment, it sometimes comes as a mild 
shock to hear otherwise. This is a reflection, 
alas, not on user ignorance but on sometimes 
irresponsible industry hype. 
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The rubric here is that ROI could be financial, 
production environment improvement or 
operational – never just financial. At the 
minimum, if operating system performance 
can be improved – in the long term – this will 
very likely deliver financial benefits in and of 
themselves, e.g. your systems will be available, 
the business will function and therefore make 
money, and so forth.  

Based on this in-depth consultation and 
preliminary analysis – and only based on it – will 
a supplier worth the money proffer a template for 
a suggested new topology that may or may not 
include elements of, say, public, private or hybrid 
types of Cloud.

Perhaps it would be best to get back to basics. If 
it isn’t a guaranteed cost-saver or magic answer, 
why would I want to do Cloud again?

The two main reasons are the opportunity to 
immediately obtain the advantages of a best-of-
breed technology stack – especially attractive 
for a smaller organisation – and a more modern, 
complete ICT stack. In the first instance, Cloud 
means that at the back end, a reputable and 
competent Cloud supplier will be supplying 
proven, reliable and market leading components 
that in effect allow the mid sized player to ‘punch 
above their weight’ and compete on completely 
equal terms with bigger competition. And in 
the second, look for high availability, increased 
flexibility, added functionality, more scalable 
systems and in the best cases, default business 
continuity by use of multiple sites that radically 
lower your risk of operational disruption.
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5.   Establishing best practice in terms  
of using the Cloud as a delivery 
platform – some suggested guidance

In section 3 we defined what Cloud means in 
the current IT ecosystem and in section 2 we 
made a preliminary statement about what a 
Cloud provider should be able to offer. Section 
4 gave us a view from 30,000 feet on what parts 
of your stack it might be considered productive 
to consider putting off-premise. It’s now time to 
put these pieces together to make a coherent 
whole.

In essence, we think this rule of thumb helpful:

As not all Cloud providers 
are equally competent at 
the back end, only work 
with a Cloud partner that 
is able to convincingly 
demonstrate that it has both 
capacity and competence 
to adapt its Cloud offering 
to fit your needs.

This statement can in turn be decomposed as 
follows:

Infrastructure capability  
to ensure security

For an organisation in the compliance-sensitive 
markets of financial and legal services and 
indeed in many professional contexts, security 
is a non-negotiable. The concept ‘security’ 
here encompasses both ability to defend 
the company perimeter from external threat, 
offer resources to aid internal auditing and 
underwrite policy on information usage and 
preserve the company’s business processes 
in the event of disruption (business continuity). 
Your prospective Cloud partner must therefore 
be able to offer proof of resource in all these 
areas.

Competence and capacity 
to guarantee availability

It’s simply unacceptable for a technology 
provider to shoe-horn client requirements into a 
shape convenient for itself. True solution design 
has to come from a documented, repeatable 
process of client engagement which outputs 
a customised structure that is the product 
of an engaged conversation between both 
sides (partner and customer). That proposed 
solution must in turn be constantly reviewed 
and adapted to circumstance and altered to 
match a customer’s changing needs, again, by 
a proven, tangible set of procedures.

Such an approach will be for naught but good 
intentions unless backed up by industrial-
strength compute potential. In the Cloud 
context, this means your rented infrastructure 
or platform should be housed in a high 
performance facility – that is, a datacentre 
composed of multiple active power and cooling 
distribution paths with redundant components, 
is fault tolerant, so as to provide high availability. 
It should not be necessary to add, but alas it 
probably is: none of this will be worth paying 
for unless it is well supported by a broad, 
experienced set of engineers at the partner end 
able to offer true round-the-clock and preferably 
local support.

Bottom line: it is highly advisable to perform 
sufficient due diligence as to ascertain that any 
suggested Cloud partner is able to meet these 
competency benchmarks.
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Service Level Agreements 
set expectations for the 
right Cloud relationship

What if you identify a partner that has a 
convincing system design technique and which 
also meets the technological benchmarks 
identified above? Are you out of the woods 
then? Not quite. The final piece of the puzzle 
is to build a way for you to both get what you 
want from the relationship. This is where an 
appropriately constructed memorandum of 
terms – a service level agreement (SLA) – is put 
in place as the foundation for the duration of 
the partnership. Key to the value proposition 
of the entire transaction has to be a clear 
means for measuring performance against 
agreed targets, sanctions and responses for 
issue management and a set of not just lowest 
common denominator deliverables but how the 
provider can excel.

We talked earlier about a responsible supplier 
being able to offer the appropriate mix of public, 
private and hybrid Cloud solutions. It may be 
helpful at this point to review what this could 
mean for you as a prospective Cloud customer 
in practice.

You will be completely reliant on the supplier’s 
infrastructure, so if it is not up-to-scratch you 
may have issues. So you need to ask your 
supplier this set of questions – and not proceed 
unless you get satisfactory answers back:

 !  Can the company actually support 
your systems? Does it have the right 
expertise?

 !  Where is the data held and does that 
comply with appropriate legislation 
and compliance constraints on your 
industry?

 !  What is the security profile utilised? 
What suppliers and technology is 
deployed, for example?

 !  Are they open to being visited and their 
facilities checked?   

 !  What is the protocol and set of SLAs for 
data recovery?

 !  What partner technology is in place 
and what is the level of relationship 
and access of your supplier to those 
players? In effect, does your new 
partner have enough traction with 
the ‘big boys’ to secure you a very 
attractive deal?  

 !  How clear and transparent are they in 
terms of costs and is there flexibility in 
contractual terms?

Connectivity is king
We mentioned ‘connectivity’ above. To be 
specific, you need your Cloud partner to be 
based in a very high performance datacentre as 
this will give access to a wide range of top-tier 
communications providers, and the very highest 
bandwidth you can possibly get. This will mean 
the minimum of connections to the ‘Net, low 
latency and the best price-performance ratio.

It may also be highly desirable to obtain 
geographical dispersal. This is advantageous 
as it can mean much more robust security 
and longevity for your data. The best solution: 
datacentres in different countries – not just in-
house duplication! Why? To be blunt, if a bomb 
blows that building up, you won’t be sitting proud. 
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6.    Lifting off into the Cloud – the  
process of developing a Cloud strategy

So, you’ve decided that moving some or all of 
your IT to the Cloud makes sense commercially 
and operationally.  What next?  Our organisation 
has a proven method for capturing client 
requirements that you might find instructive to 
compare to other suppliers.  In other words, 
what does a good discovery and scoping 
process look like?

Specifically, we carry out the following steps:

 !  A proper a site survey checklist, using 
a LAN discovery exercise to identify all 
nodes on your network;

 !  This leads to a suggested set of 
benchmarks for what the topology 
should be capable of delivering; 

 !  We will thus accumulate enough 
data whereby we can measure the 
production rate/quality of a client’s 
infrastructure - for example, how quickly 
an online back up process works;

 !  A solution will be developed, proposed 
and tested which may or may not 
include elements of Cloud if and only 
if applicable and helpful to the client’s 
environment;

 !  Post implementation, the initial 
performance hypothesis can be tested;

 !  If a Cloud solution is suggested, this 
will be (genuinely) tested in a controlled 
engineering environment so the 
customer has a clear idea about ROI (or 
as close as possible as it is to get). One 
common example is providing failover 
where none had been before, or at least 
was not fit for purpose;

 !  Before a solution is handed over, it is 
thoroughly audited and tested, with full 
documentation provided;

 !  With all our implementations, disaster 
recovery is carried out twice a year 
(both scheduled and ad hoc).

7.  Concluding observations

CIOs and line of business owners alike need to offer 
their organisations highly available systems that address 
current or anticipated budgetary constraints, yet are 
flexible, able to cope with rising data volumes, offer 
worker flexibility, meet a growing range of compliance 
legislation and ideally, cost less this year than they did 
last year.

An impossible set of conditions? The truly exciting thing 
about using Cloud where appropriate with the right 
kind of flexible, competent and honest provider is that it 
seems the most convincing option the CIO has ever had 
in ‘squaring the circle’ here.

But it stands or falls on what your Cloud partner can 
bring to the party - as this set of observations has tried 
to demonstrate.
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8.  About Oncore IT 

In this white paper, Oncore IT has been as 
objective as possible in outlining what the 
Cloud can and cannot offer to a business. 

At this point we’d like to briefly tell you something 
about our approach and facilities and invite you 
to contact us if you wish to find out more – and 
also wish you good fortune on your journey into 
the Cloud.

 ! Established track record

 !  State-of-the art datacentre and Network 
Operations Centre facilities in London 
and Amsterdam

 ! Best-of-breed technology partners 

 !  Willingness to work with the customer 
in the most honest and straightforward 
way

 ! Total professionalism

 ! Deep engineering experience

 ! Market-leading support structures

 !  Openness and desire to communicate 
with clients and share customer best 
practice

 !  Commitment to competitive pricing, 
flexibility and cost transparency

 !  Focus on partnership, not ‘deliver and 
forget’

 ! 100% SLA-based engagements

 !  Account managers involved for the 
lifetime of a relationship - from our 
extensive and in-depth early scoping 
stages to the operation of the contract

Web
For further information about Oncore IT, 
please visit www.oncoreit.com 

Telephone
Paul Cook 
Marketing & Business  
Development Director 

Email: pcook@oncoreit.com

Tel: 08451 489248

Address
Oncore IT Limited 
3rd Floor 
6 Braham Street 
London 
E1 8EE

Tel: 08451 489248

Contact us
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